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Security Features:
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Security Overview

• Secure data transfer from all 
email servers 

• Transport over (SSL and TLS)

• AES 256-bit encryption

• RSA 2048-bit encryption 

• Restricted permissions

• Whitelist incoming requests 

• Auditable message transport 
and storage 

• User and message masking 

Identillect Technologies is a trusted provider of email security and 
esignature services. Our aim is to make protecting your 
communications as simple and seamless as possible. 

It is our belief that sophisticated security technology should not be 
difficult to implement and maintain, nor should it be expensive to 
acquire.
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Reporting & Administrative Controls

Reporting: 

• Simple and advanced search capability

• Current and historical search

• Monitor usage and complete reporting   

• All required regulatory access and reporting  

Administrative: 

• Full control of removal and addition of users and services

• Controllable retention period 

• Archive historical email if required 

• Unlimited in-the-cloud storage capacity 

• Send unlimited messages up to 1GB in size 



Delivery Trust

Delivery Trust was developed with your security 
as our top priority. 

You are required to be compliant with how you handle 
your data and you should expect nothing less from 
ldentillect. Our security measures span across all aspects 
of your experience in how you exchange and manage 
sensitive data. This includes how your information is;

• Transmitted

• Stored

• Managed

• Protected
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Compliance

ldentillect compliance experts ensure our 

Delivery Trust product remains fully 

compliant with all state and federal 

regulations, allowing you to transmit your 

communications with complete confidence.
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Every Delivery Trust user is issued a random and 

unique 256-bit AES (Advanced Encryption 

Standard) key. This unique key is used to encrypt 

every secure email sent utilizing the Delivery Trust 

Secure Send feature.

Each key is further encrypted using RSA 2048 

encryption and stored in a vaulted database.  No 

individuals at ldentillect or any other organization 

have access to any user's individual encryption 

keys.



Transmission and Control 
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When transmitted, the encrypted packet of data is 

protected utilizing the SSL/TLS (Secure Sockets 

Layer/Transport Layer Security) secure tunnels between 

your machine and the ldentillect portal housed within 

the Amazon Web Services (AWS) environment.

For business users, ldentillect offers a series of 

enterprise controls which allow the administrator within 

the account to establish enterprise wide levels of 

authentication and security controls to ensure 

employees are following your internal requirements.

Not only is your data fully encrypted while traveling to and from your customer, it is fully 
protected when stored at every stop along the way.



Identillect Servers
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ldentillect utilizes the AWS

(Cloud Computing Services) 

environment to house our 

solution. We selected 

Amazon because they are 

ranked as the leader in 

security for cloud storage . 

Amazon spends an estimated 

$6.5M daily to ensure the 

protection and robustness of 

their infrastructure.  

Additionally, AWS Cloud 

Infrastructure meets the 

requirements of an extensive 

list of global security and 

compliance standards,

including ISO 27001, SOC and 

PCI Data Security Standard, 

and FedRAMP. 

More information about the 

Security and Compliance of 

the AWS environment can be 

found at 

http://aws.amazon.com/com

pliance/

In addition to being protected 

within the AWS environment, 

every element of your data is 

stored as an encrypted data 

packet on the AWS servers. 

This provides an additional 

layer of protection for your 

data. 

To further ensure your

information is secure, a user's 

web session times out after 

30 minutes of inactivity. The 

administrator of a business 

account as the ability to 

modify this period if the 

organization requires it.

Beyond the Amazon AWS 

environment, your 

information is fully protected 

as it passes from the point of 

origin to its destination.  As 

information passes across the 

internet it stops at servers 

where a copy is made and 

retained for 7 to 10 days.  Like 

with the Amazon servers, 

when using Delivery Trust 

your information stays in its 

encrypted form during this 

period and cannot be 

compromised.

http://aws.amazon.com/compliance/


Your Data is Secure With ldentillect
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ldentillect has a number of 

corporate policies in place to ensure 

the security of your data when using 

the ldentillect infrastructure. 

The only people who have access to 

provide support for the ldentillect

applications are ldentillect

employees who access the 

application through secure tunnels. 

ldentillect Support Technicians, and 

Developers do not have access to 

any unencrypted customer data 

without first being granted 

temporary access by the client's 

administrator.

The Delivery Trust for Business 

provides enterprise controls which 

allow your organization to enforce 

your document retention policy by 

deleting records to ensure 

compliance with your company 

policies.

ldentillect offers a series of controls 

which allow the user to manage 

what the recipient can do with your 

email. You can dynamically restrict 

printing, downloading, and 

forwarding.  You can also retract 

messages should the need arise.
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Emergency Access Procedures 

Beyond the policies and controls, ldentillect maintains a 

business liability insurance policy to protect the company 

and its clients against any data loss.

Any time you are working with electronic data it is 

important to understand the backup and recovery 

process to ensure you are not at risk of losing valuable 

data. ldentillect ensures your data if fully protected.
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Server Redundancy 

ldentillect understands how important it is to 

ensure your data is protected against unexpected 

events. ldentillect servers exist in triplicate (i.e, 

there are three instances of each server) and 

located in different geographical locations within 

the continental United States. We have a fail over 

server on standby which permits us to, at any point, 

start a new server instance with access to the 

relevant database.

Additionally, ldentillect has separated the database 

and storage contents from our actual Web Server 

and Web Services.  This allows the content to be 

retrieved in its raw form in the event of an 

emergency where the Web Server and/or Web 

Services become inaccessible. The information can 

then be decrypted by the account admin.
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